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Highlights & Focus

» The benefits of integrating BPM and GRC are obvious

» Only those who view GRC in an integrated way can gain
added value for the company.

» Itis important to link the processes of the company with
the portfolio of operational risks and to optimally manage
them with an internal control system
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About BOC Group - Facts & Figures ﬂ

Berlin

@ Offices and Partners Worldwide VM v

¥ Product, Consulting, Training -
@ 0% Outsourcing, 100% BOC Group

¢ More than 20 Years of Experience

EMPLOYEES CUSTOMERS

230+

in 8 Countries

1.000+

in 50+ Countries
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About BOC Group - Facts & Figures

@ Offices and Partners Worldwide

¥ Product, Consulting, Training N —
»
@ 0% Outsourcing, 100% BOC Group -
¢ More than 20 Years of Experience
-

USER COMMUNITY INSTALLATIONS PROJECTS

35.000+ 5.000+

90.000+

in 120+ Countries in 80+ Countries in 20+ Years
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BOC MANAGEMENT OFFICE - Enabling Transformation of Business & IT

ADONIS RC W | & " -

£ 100% web-based % Simple and intuitive usage %) Stakeholder-specific views & dashboards @ Powerful analysis & reporting capabilities

@ Expandable scenarios %% Flexible configuration options /7 Seamless integration with other tools ¢> Advanced communication and collaboration
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BOC MANAGEMENT OFFICE - Enabling Transformation of Business & IT

ADONIS

=7+, Explore our offering on www.boc-group.com

K2 CONSULTING 7= TRAINING % SUPPORT
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http://www.boc-group.com/

Customer & Analyst Ratings

» Leader in Enterprise Architecture Management Suites,
The Forrester Wave™: “Enterprise Architecture Management
Suites, Q2 2017

» Positioned in the 2018 Gartner Magic Quadrant
for Enterprise Architecture Tools

» Gartner Market Guide for Enterprise Business Process
Analysis: Representative Vendor for ADONIS

» ADOIT featured in OVUM “On the Radar” Report

» Scored among the 5 highest with ADOIT in the 2018 Gartner
Critical Capabilities for Enterprise Architecture Tools

Gartner

GET MORE INSIGHTS ONLINE | peer | ngigfﬂs;g
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Today‘s Content — What to Expect

Introduction & Definition

- Definition

- Reasons for the management of operational risks

- Target model for the management of operational risks

Integrated GRC

- Systematic vs. Systemic approach
- Embedded in the 3 Line Of Defence model

Implementation of Integrated Risk Management

- Integration of processes and operational risks
- Integrated Risk Management with ADONIS

©BOC Group | boc@boc-group.com
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Definitions




Definitions

efined as the risk of losses stemming from
internal processes, people and systems

' \




Definitions

behaviors designed to identify potential events
e the organization in terms of risk, in order to ensure

reasonable a ievement of the-objectives” (See ONR 49000)
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Definitions

“An internal control system is a process to ensure the achievement of business objectives in compliance with regulations,
in terms of effectiveness and efficiency, correctness of financial reporting and in accordance with legal framework.
It is therefore the totality of all arranged processes, methods-and measures as well as process-related
monitoring measures of an organization to ensure a proper operational procedure.
(See Institute for Internal Auditing Austria and PWC, Internal Control System - Management Tools in Transition)
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Reasons for Managing Operational Risks

Reduction or avoidance Increasing the effectiveness
of hazards / risks and efficiency of operating
\ / activities
Sustainable security of the Reasons for OpRisk Implementation of
company's existence e Manaaement ar?d ICS <¢=—=pP  Risk Management
g Frameworks
incl. COSO Il, ONR
/ \ 49000, 1ISO 31000
Ensuring completeness and Fulfillment of Legal Requirements or
correctness of financial reporting standard specifications

e.g. Solvency |1, Basel Il und Ill, URAG 2008,
MaRisk, BilMog, KonTrag, EN 15224, ISAE 3402,
1ISO 27000, etc.
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Operational Risk Management Objectives
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Compliance with
Legal
Requirements

Accuracy
and Reliability of

Reporting

Assurance of the
Company’s
Assets



Operational Risk Management Objectives

Compliance with

Legal
Requirements

©BOC Group | boc@boc-group.com

Corporate Laws
VAG, BWG, WAG, ...
GDPR

BCBS 239



Operational Risk Management Objectives

Increasing the
Effectiveness and -
Efficiency of
Operational
Processes




Operational Risk Management Objectives

» Internal Fraud

Assurance of the » External Fraud [
Company’s
Assets [

» Corruption

©BOC Group | boc@boc-group.com 20



Operational Risk Management Objectives

» Compliance with rights and obligations

Accuracy . .
and Reliability of » Presentation and disclosure

Reporting

» Completeness of all transactions and events

» Rating

©BOC Group | boc@boc-group.com
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Integrated GRC: Systematic Approach
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Integrated GRC: Systemic Approach
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Strategy Management
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Integrated GRC in the Context of the 3 Line Of Defense
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Integrated GRC in the Context of the 3 Line Of Defense
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Integrated GRC - Specialist Scenarios and Typical Skills

©BOC Group | boc@boc-group.com
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Internal Control (
System

Risk Management (

Compliance C)

Management

Information Security<>

Management

Business Continuityc
Management

Data Management IC
Data Protection

)

FINANCIAL » OPERATIONAL » COMPLIANCE « LEGAL « IT

Asset &
Organizational
Scoping

Risk Assessment

Control
Implementation

Control Testing /
Audit

Operations

Reporting &
Analysis

—0— O O O O

30




Integrated GRC Framework — Assets as the Baseline

FINANCIAL « OPERATIONAL « COMPLIANCE « LEGAL « IT
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Integrated GRC - The Procedure

CAPTURE EVAULATE OPERATIONALIZE

Capture, Evaluate and Operationalize
@ Build-up and relation definition of the risk control portfolio, as well as the definition
of workflows and responsibilities for embedding in the organization.

.
ANALYSE REPORT -
Analyse and Report P

@ Continuous work with the portfolio for all roles. Identification of changes
and target groups.

IMPROVE

Improve
Optimize the portfolio, work with initiatives and control results, as well as changes
in the structure, process and IT organization.




GRC Framework — The Framework at a Glance
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Integrated Business Process and Risk Management - Process Model

©BOC Group | boc@boc-group.com

A

Creation of a Process Map -
Level 1

Creation of Level 2 Process Maps

Rough Documentation, Process Characteristics

Process documentation of relevant
processes from 2" Level Process Maps

Topic-specific analyses based on 2"
Level Process Maps

ICS / OpRisk documentation: (key) risks, (key)
controls

Activities / logical flow, roles, IT systems,
documents
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Integrated Business Process and Risk Management

1. Managementprozes: e
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Process Maps (Level 2) ‘
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Scoping of the essential processes at the map level

Step by step approach
»  "From rough to fine"

4
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No nationwide documentation of the process models
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Integrated Business Process and Risk Management

New business A’
07.01.02 Theft and
P1. Creait - A A A
Loan

A DT.O}e.xOé I_l[)i%nTPeﬂ i 0?.01.0&2‘3 Check E;a%hoé g.}o\ﬁii%%{ Conduct risk Control and Examination
CP.0201-P1 Creste o CP02.03-P1 Create embezzlement / s account) examination authorization by Intemal
cregt applicaion  — * cp%’:‘:ﬁﬁm — contract and pay finan- ——— robbery by the revision
(private custome! s cing supervisar
Frocess varisnts: 07.01.02.01 Fraud / 07.01.02.07
CF 1 Create crent applioal credit fraud / Smuggling
e mer) - Regon A 100 worthless deposits
A A Gather Examination Instruct
i 07010204 07010208 information of an expers
CP.0201.01-PL Malicious Account take-over / ‘employee opinion
Prepare credn re- destruction of assets impersonation / etc. with the same
uest role
07.01.02.03 07.01.02.10 Bribes /
Misappropriation of kickbacks
ssssss
Prepare loan Quarter Use of
request check of internal
credit grams guidelines

07.01.02.05 Forgery 07.01.02.08 Tax

non-compliance

R
evasion (wilful)

» Documentation of the relevant (key) risks incl. description of the scenarios
» Documentation of the relevant (key) controls
»  Descriptions

» Derivation of initiatives in case of control weaknesses

©BOC Group | boc@boc-group.com



Integrated Business Process and Risk Management

New business

P1. Credit /
Loan

S

07.01.02 Theft and
Fraud

_

QI R
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Process maps, processes, activities and other assets serve as

07.01.02.05 Forgery

07.01.02 09 Tax

non-compliance
evasion (wilful)

— extortion / s Kiting = (Drz\doiligoﬁﬂ]o%o‘gsfii?%‘ Conduct risk Control and
CP.0201-P1 Creste CP02.03-P1 Creaie embezzlement / 5 account ) examination a”trg“"f]at'm

cregn applicanon  — TS oeTEion s> contract and pay finan- ——— robbery y the
(private customer) supervisor

\
N
Process variants 7.01.02.01 Fraud, 07.01.02.07
ptical credit fraud / Smuggling
o ) - - worthless deposil
Gather Examination
s A 07.01.0204 07.01.02.08 information oflan
cpozololel Malicious Account take-over employee
Prepare crean re- destruction of assets impersonation / eic with the same
quest role
07.01.02.03 07.01.02.10 Bribes /
Misappropriation of kickbacks
ssssss

Prepare loan Quarterl

request check of
credit grams

Examination
by intemnal
revision

Instruct
experts
opinion

Use of
internal
guidelines

identification objects for risks:
» Process-related risks
» Activity-related risks
» Process / activity-independent risks

Controls are used in the ICS as an instrument for coping with
risks
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Integrated Business Process and Risk Management
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Target Image of an Integrated GRC System

Q
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Internal Control C
System

Risk Management (

Compliance (
Management

Information Securityc
Management

Business Continuityc
Management

Data Management /(
Data Protection

,,,,,,,,,,,,,,,,,,,,,,,,,,, Reporting &
Analysis

Asset &
e Organisational
Scoping

#} Risk Assessment

Control
Implementation

Control Testing /
Audit

#) Operations
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Target Image of an Integrated GRC System

Initiative /Change

Manager

Quality Manager !

ICS Manager f[

Risk Manager m
3 b‘l

Control Officer m

Audit Manager !
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Compliance
Manager
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Compliance / A Q \ Control

— " Implementation

Information Security Control Testing |
Management Audit

Busincss Continuity,

Management

Dsta Management / Reporting &
Data Protection Analysis

Operations

3
“? JL Data Protection

Enterprise Architect

i Department Manager

Information
? Security Officer
oy External
f[ Auditor

! BCM Manager

!‘1’ Employee

]

Officer
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Target Image of an Integrated GRC System

ADONIS
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Discover our offering here: www.boc-group.com

LJ 100% Web Based W Intuitive Operation %] Individual Dashboards & Views @ Powerful Analysis and Reporting Capabilities

@ Extendible Scenarios & Flexible Configuration # Seamless Integration with 3 Party Vendors $> Communication & Collaboration Mechanisms

©BOC Group | boc@boc-group.com 42
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Unite your RM / ICS and BPM with
the GRC suite from ADONIS NP!

» Get comprehensive visibility and an integrated view of
your processes, risks and controls with all the
necessary details and responsibilities.

» Quickly and easily identify vulnerabilities and
associated potentials.

» Use the audit-proof database of your risk and control
portfolios in the GRC suite as the basis for audits and
certifications.

https://discover.boc-group.com/grc

©BOC Group | boc@boc-group.com
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Thematic On-Demand Webinars

©BOC Group | boc@boc-group.com

GRC 2.5 unboxed
Discover the new GRC suite

Get “Audit-Ready”
Efficiently, Transparently and Provably

ADONIS NP 5.5 unboxed
Experience a new era of modelling

Getting started with ICS and Risk Management

Key factors for implementing Governance, Risk & Compliance
successfully in your organization

Getting started with BPM
Key factors for implementing BPM successfully in your organization

CHECK OUT OUR
ON-DEMAND WEBINAR
LIBRARY ONLINE
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CONNECT WITH US

AND FEEL OUR HEARTBEAT
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Free Webinars and regional Events
Trending Topics in BPM, EA & GRC
Updates, News & Highlights

Www.boc-group.com/newsletter
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